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Dual-use technologies are becoming central to the growing overlap between civilian innovation and defence

capability

Dual-Use Technologies: Definition, Strategic Relevance and Application Context

Sources: Aranca Analysis

How Dual-Use Technologies Are 

Used?

Civilian Origin Civilian Use
Defence / 

Security Use

AI algorithms
Logistics 

optimization

Battlefield decision 

support, targeting

Commercial 

drones

Agriculture, 

mapping
ISR, strike missions

Satellite 

internet

Broadband 

connectivity

Secure military 

communications

Cybersecurity 

software
Financial systems

Critical 

infrastructure & 

cyber defence

Advanced 

materials

Industrial 

manufacturing

Aerospace, armour, 

weapons platforms

What is Dual-Use Technology?

Dual-use technologies are civilian developed 

capabilities that can be repurposed for military, 

security, or strategic applications without being 

originally designed as defence products.

Why Dual-Use Technologies Matter 

Today?

Result: 

Civilian innovation has become the primary input 

into defence capability.

Defined by capability, not intent

Often originate in commercial or 

civilian markets

Defence value emerges through application 

and integration

Modern defence systems increasingly 

depend on commercial innovation (AI, 

software, sensors, materials).

Civilian markets innovate faster, cheaper, and 

at scale compared to traditional 

defence R&D.

Governments seek to capture and control 

these capabilities to preserve security, 

sovereignty, and strategic advantage.

Dual-use technologies blur the line between civilian innovation and defence capability reshaping how security, industry and innovation intersect.
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The evolution of dual-use technologies has reshaped innovation pathways from defence-led development to 

civilian-driven military adoption

The Evolution of Dual-Use Technologies

While early phases of dual-use technologies saw defence innovations reaching (eventually) the commercial world, flow is now predominantly from civilian to defence applications.

Timeline of Dual-Use Technologies

Early Phase (WWII)

▪ Characterized by national priorities centered 

on defence

▪ Military R&D as the main driver of 

innovation, with civilian applications 

emerging as incidental outcomes

Transitional Phase (Cold War) Modern Phase (Unipolar moment) Emerging Phase (Strategic rebalancing)

▪ A period of normalization emerged, with 

fewer active conflicts 

▪ Defence continued to drive innovation, 

alongside growing consideration of civilian 

applications 

▪ Military infrastructure and innovation 

increasingly opened to commercial 

participation

▪ End of the Cold War ushered in a unipolar 

order, reducing large-scale global conflict

▪ Many countries curtailed defence spending as 

economic and civilian priorities gained 

prominence

▪ Commercial markets became the primary 

engine of innovation, with military adoption 

following later

▪ Geopolitical tensions renew focus on strategic 

autonomy & tech sovereignty

▪ Civil innovation remains key, but governments 

now actively stimulate its defence adoption

▪ Dual-use capabilities treated as strategic 

assets, with policies aligning civil & military 

priorities

▪ Satellite imagery

▪ Commercial cybersecurity tools

▪ Drones/UAVs

▪ Satellite communications

▪ GPS navigation systems

▪ ARPANET/Internet

▪ AI algorithms

▪ Robotics

For example: In the Ukraine war, commercial technologies played a direct operational role: SpaceX’s Starlink was rapidly fielded to support military communications, while commercial drones built for civilian uses 

such as agriculture and logistics were modified for ISR (intelligence, surveillance, reconnaissance) and combat operations.

Defence → Civil Defence <--> Civil Defence  Civil (spontaneously) Defence  Civil (stimulated)

Sources: Arthur D. Little, Aranca Analysis
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Building on the shift toward civilian-driven innovation, countries are moving from defence spillover to civilian-

led models to secure economic and security advantages

Global Development Frameworks
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Innovation is led by civilian actors, with governments supporting 

defence adaptation through incentives and enablers

Governments set priorities and funding, mandating alignment between 

civilian and defence sectors through national planning

Sources: Arthur D. Little, Aranca Analysis

Global Models For Dual-use Development

Three distinct models for organizing dual-use technology development are emerging, each shaped by a country’s political structure, industrial maturity, and national priorities.

Governance 

Structure
Decentralized, private sector–led with government support

Joint priority setting across government, academia, and 

industry
Centralized, government-directed integration

Innovation 

engine

Start-ups, academia, and commercial firms drive civilian 

development
Public–private co-development of capabilities

State-owned enterprises, military R&D institutions & 

government-linked tech giants lead innovation

Funding 

logic

Hybrid VC + grants focused on adaptation of civil 

capabilities for defence
Joint R&D programs, university grant, & ministry-led funding Direct government funding aligned with defence objectives

Integration 

mechanism
Dual-use accelerators, and pilot programs link civilian 

capabilities to defence

Incubators, testbeds, and platforms connect civil-defence 

R&D

Mandated programs, centralized databases & assigned civil-

military tech roles

Procurement 

pathway
Agile procurement enabling rapid acquisition; defence 

adapts to commercial tech cycles

Structured procurement frameworks and co-funded 

acquisition mechanisms

Centralized procurement managed through defence 

bureaucracies or state-owned system integrators
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Geopolitical tensions, strategic autonomy goals and supply chain risks are accelerating Europe’s dual-use 

defence investment - driving rapid adoption of disruptive technologies and rise of new, agile defence players

Geopolitical Catalysts for EU Dual-Use

▪ Global conflicts and rising tensions have transformed defence priorities

▪ With countries at war almost doubling from 32 in 2019 Europe faces 

instability, prompting nations to ramp up spending and prioritize dual-use 

innovations like AI and drones

Geopolitical Tensions

Supply Chain Resilience

▪ Aerospace and defence sectors grapple with parts shortages,

delays, and rising costs from non-allied sources 

▪ Dual-use funding supports technologies or projects with both civilian and 

military applications, prioritizing reliable suppliers & streamlined logistics

Key Drivers - Forces Shaping EU Dual-Use Tech Trends reshaping Europe's defence landscapeTrends reshaping Europe's defence landscape

The emergence of new defence actors, such as innovative SMEs, mid-caps, and startups, is transforming capability 

development, production, and deployment. Complementing established industry players, they enable agile processes, 

faster iterations, and novel approaches to rapidly meet evolving operational needs.

EU’s defence investment surge is fostering rapid evolution and uptake of disruptive, dual-use technologies that are 

revolutionizing defence capabilities and the conduct of modern warfare.

Sources: European Commission, Medium Article on Europe’s Defence Wake-Up Call, Aranca Analysis

Several initiatives have been launched at national, EU and NATO level to support new entrants to the defence industry ecosystem, their integration into defence supply 

chains, and their collaboration with established players.

Enabling Initiatives 

and Support

▪ The shifting landscape highlights Europe's external dependencies

in security

▪ This creates opportunities to build domestic capabilities, fostering 

production and resilience in robotics, sensors, and cybersecurity through 

programs like European Defence Fund (EDF)

Need for Self-Reliance

Rapid Integration of Dual-Use Technologies

Rise of New Defence Players

Artificial Intelligence is driving military innovation, with battlefields shaped by algorithms/data. It reshapes 

strategy, speeds decisions, enables precision/human-centric ops, cuts risks/casualties, and powers drones, strikes, C2, 

logistics, and VR training which are central to defence superiority. 

Quantum is also a key emerging technology for defence capabilities. It provides unparalleled precision in GNSS-denied 

navigation/targeting via sensors, ultra-secure comms via quantum key distribution, and revolutionary computing for 

planning, logistics, and simulations (EU hosts 32% of global quantum firms). 

Space technologies are the data backbone for multidomain ops, enabling decision superiority, geo-intel, awareness, 

secure comms, and precise defence. Initiatives like IRIS², Galileo PRS, and planned EO Govt Service, plus new EU space 

actors, will lead to further integration of space solutions in defence while de-risking dependencies. 

Cyber, the fifth warfare domain, is another central element to EU/national defence strategies. Dual-use by nature, it 

protects critical infrastructure (comms networks, energy, transport, finance), amid hybrid threats.
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EU funding policies are increasingly prioritizing dual-use technologies; this shift unlocks new funding and 

growth opportunities for companies in tech - robotics, AI, sensors, and cybersecurity among others

Institutional Engines of EU Dual-Use

Sources: SKW Schwarz Article on Funding Programs, Aranca Analysis

EU's primary instrument for joint defence R&D projects 

across member states, supporting consortia of companies, 

research institutes, and mid-caps to develop next-gen 

capabilities; includes EUDIS for SME/startup acceleration 

via hackathons and testing.

European Defence Fund 

(EDF)

>EUR 1.1 Bn in 2025 (similar for 

2026)

AI, robotics, sensors, space 

(satellites/nanosats), communications, 

simulation, autonomy (self-operating 

platforms), protective tech (shields/armor)

Connects dual use startups and tech-oriented SMEs with 23 

innovation hubs and 182+ test centers across 28 countries; 

offers 6-month cohorts with military user feedback, tech 

validation and fast-track to procurement

NATO DIANA 

(Defence Innovation Accelerator 

for the North Atlantic)

>EUR 50 Mn annually via 

accelerators

Advanced sensors, energy storage (battlefield 

power), secure data links (mesh networks), 

human-machine teaming (AR/VR 

exoskeletons)

Defence VC fund that invests in seed, Series A/B dual-use 

startups; backed by 24 NATO allies + private LPs

NATO Innovation Fund 

(NIF)

EUR 1 Bn over 15 years (first 

investments 2024)

Quantum computing, AI, autonomy, novel 

materials, space, biotechnology, hypersonic 

systems and next-generation communications

EIB dropped 50% civilian revenue rule for dual-use in 2024, 

enabling defence/security tech financing; EIF channels 

funds via VC/PE  intermediaries to early-stage SMEs and 

startups in dual-use tech

EIB/EIF Defence Equity 

Facility (DEF)

EUR 95-100 Bn annual target 

(2024 actual ~EUR 89 Bn signed); 

2026 EUR 100 Bn including EUR 

4.5 Bn defence)

Infrastructure (dual-use bases), space 

systems (launch/ops), sensors (multi-domain), 

communications (5G/6G military)

Programs Description Budget/Focus Key Technology Focus

Complements European funding instruments with its own 

initiatives - Cyberagentur GmbH (cyber/AI/quantum 

research), CIHBw (civilian software adaptation for 

Bundeswehr collaborations), ZIM (SME R&D), BMWK 

Export Initiative (market access), etc.

Germany National Programs Undisclosed

Cyber defence, AI, quantum communication, 

software adaptation, general R&D and 

defence technologies focusing on dual-use
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Dual-use investment in Europe has moved from opportunistic funding to a strategic asset class - central to 

both commercial competitiveness and EU strategic autonomy

Dual-Use as a Core Investment Theme

Unprecedented Investment Momentum Drivers Behind Funding Surge

European dual-use 

and defence technologies 

have become one of 

the fastest-growing 

VC categories.

▪ Record investment surge in 2024 - 2025, signaling a 

structural shift in investor perception

▪ Dual-use technologies now viewed as strategic, 

scalable, and investable

$ 14.76 Bn total investment since 2016; $7.08 Bn in dual-use technologies alone

0

1,000

2,000

3,000

4,000

2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Pre-seed Seed Series A Series B Series C $100–250 $250+

Dual-use and defence technologies investments in Europe in $ Mn

293

653 634

1,087 958

1,736 1,735
1,506

2,229

3,881

▪ Dual-use startups are securing larger funding rounds across all stages.

▪ Valuation premiums are driven by:

• Strategic importance beyond commercial returns

• Extended development and deployment timelines

• Technology sovereignty and security considerations

▪ Institutional and public investors play a growing role in funding rounds.

▪ Dedicated venture funds focused on dual-use and defence tech are gaining scale.

▪ Key contributors include:

• European Investment Fund-backed vehicles

• Corporate venture capital arms

• Government-supported accelerators and programs

▪ Europe is increasingly developing an end-to-end ecosystem to support dual-use scale-up.

European dual-use 

and defence technologies 

have become one of

the fastest-growing 

VC categories.

Sources: Balnord Dual-use Founder’s Handbook, Aranca Analysis
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