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Cybersecurity Criticality at its Peak - Rising Threats, Growing Spend

Cyber threats are intensifying in both scale and sophistication, fueled by the rise of Al-driven attacks, leading
to staggering financial losses and pushing enterprises to ramp up security investments

Rising Threats Increasing Losses (~$9 Tn) ,

~17 bn

~16K

~45%

~43%

~97%

Personal records exposed in 2024, 6% YoY
increase

cyber incidents reported in North America -
highest globally

of attacks targeting manufacturing industry
were malware based

of attacks target small and medium businesses
with weak cyber defense

of Gen Al-using organizations experienced
security incidents in 2024

Sources: Reports from Flashpoint, Microsoft, IBM, Verizon, Cisco, and others
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$9 tn

$15 bn

$4.9
mn

$2.7
mn

$1.3
mn

Global cost of damages from cybercrime in
2024, 15% YoY increase

Global cyber insurance premiums in 2024,
increasing at 10% annually

Average cost of a data breach in 2024, increase
of 10% YoY

Average ransom demand in 2024, increase of
~80% YoY

Fines issued for GDPR enforcement in 2024

$250
bn

~15%

~33%

~15%

projected global cybersecurity spend in 2025,
+11% YoY increase

of IT budgets at large enterprises allocated to
cybersecurity in 2025

of the total spending to come from banking,
manufacturing, professional services and govt.

growth in managed security services driven by
Al threats

Strong push for:

Al & automation in defence and cost savings
Adherence to regulatory compliance (e.g.,
GDPR, HIPAA, DORA, SEC, etc.)
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Rise of Al as a Cybercrime Enabler

Al-powered attacks are becoming adaptive, scalable, and harder to detect, with projections showing 40-50% of

all cyberattacks by 2027 will leverage Al

Al powered attack vectors amplifying the threat landscape

4 523?:,3325 utedforee 5% spear-Phishing

X{;iir;tial Stuffing @ Massive Vulnerability Scanning
Powered Bots Bypass Firewall

(.. Break CAPTCHA R Bypass 2FA

Adversarial Attacks Zero-click Attacks

%
.

. Deepfake - Social Engineering,
Polymorphic Malware Video, Voice, Documents

el

WormGPT e% FraudGPT

Integrated 'Cybercrime-as-a-Service' Platforms

Sources: Vipre, Darktrace, Zscaler, Gartner, IBM, Bitget, Cybersecurity Magazine, Hoplon Infosec, Finextra, Aranca Analysis
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Real- Word Impact (2024)
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® L ®

40% of BEC phishing attempts use Al and LLM generated emails with click
through rate of 60%

50% of employees used unsanctioned Al tools (shadow Al practices)

60% rise in deepfake attacks; 75% impersonated a CEO or C-suite
executive

60% of malware attacks had Al-powered real-time evolving features

87% of global enterprises encountered Al-driven cyberattacks,
91% anticipate a significant surge by 2027

~$14 Tn worth losses due to cybercrime by 2027; 40-50% attacks to use Al

$40 Bn in losses due to Al Deepfake impersonations by 2027

70% of crypto crimes committed will use Al Deepfakes in 2027
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Al Applications in Defence

To defend against Al-driven threats, Al is utilized in response across detection, prevention and response

solutions, paving the way for autonomous cyber defense

» Uses Al for ultra-fast detection and blocking » Uses Al for phishing URL detection, blocking access to malicious

Endpoint Threat Blocking Phishing and Fraud Defense
defense at endpoints. domains and behavioral biometrics
N

st

> eg. Blocks threats within 1sec * eg.

CROWDSTRIKE

Al/ML-based Anomaly Detection
» Al based behavioral deviation detection using baselines.
* Predictive Al models to detect zero-day vulnerabilities.

* e.g. DARKTRACE WML based Enterprise Inmune System

Noise Reduction/ Accelerated Triage

» Uses Al to reduce alert fatigue by filtering out false positives,
helping analysts focus on real threats.

Reduces alert noise by up to 70%

Root-Cause Analysis at Scale

+ Al to search logs and identify root causes of incidents instantly.

ceg. I Chronicle - Analyzes petabytes of logs within seconds

part of Gaogle Clou

Sources: Vipre, Darktrace, Zscaler,, IBM, Bitget, Vectra, Exabeam, Finextra, Aranca Analysis
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Al Smartscreen to
| block phishing

PREVENTIOp,

Adaptive Identity Access & Authentication

» Dynamically adjusts authentication based on user
behavior and risk levels.

“3:BioCatch Al based fraud detection . eg. -?,: :% okta ML-based adaptive authentication

Automated Incident Response and SOAR Workflow
+ Al to automate security orchestration, analysis, and response.

- eg. DEMISTO Sle;I::kb Al automated incident workflows

Threat Intelligence Processing & Prioritization

» Uses Al/ NLP to scan threat intelligence reports and suggests
mitigation actions, ranks alerts by risk severity.

* eg. //4, exabeam Behavioral analytics based faster incident triage

Attack Path Mapping and Reconstruction

+ Uses Al to build detailed forensic timelines of multi-stage
cyberattacks and lateral movements.

ceg. % VECTR/\ Visualizes attacker behavior for faster containment
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Capability Race - Innovation and M&A in Tandem

To gain Al capabilities faster and stay competitive, cybersecurity firms are investing in in-house innovation and
strategic M&A to acquire talent, IP, and scalable platforms faster

Strategic Themes - Al Capabilities

Al-Powered Cyber Risk &
Response Framework

Al based threat intelligence,
automated remediation,
authentication, risk scoring

Proprietary Al models &
Analytics IP

Proprietary models for differentiation
and scalability

Shift to Platformization

Integration of Al across broader
cybersecurity suites

Increased Budget Allocation

Cloud Collaboration

20-25% of inorganic investment now  Partnerships with AWS, Microsoft for
focused on Al

co-developed Al security

Approach to Al Capability Building

In-house Al innovation focus towards platformization and enhancing real time threat
detection capabilities

Launched GenAl-powered Zero

f;zscafer Trust with NVIDIA Next-gen access control, zero trust
- Deployed Al assistant "Cloudy" Workflow optimization, automation
pﬁ Platformization of cybersecurity modules Modular cybersecurity platforms
sgmﬁwe Esxggpggt?oerrxl-based threat- Real-time cyberattack detection
U Launched Deepfake Detector Al-generated media threat detection

McAfee

Sources: Cybersecurity Magazine, Houlihan Lokey, company websites and 10K reports, Aranca Analysis
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M&A Driven Capability Enhancement

M&As aim to capture new Al IPs faster related to proprietary Al models, analytics
platforms, and integration capabilities

%
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SOAR platform with Al playbooks (incident response automation)

Al-based identity defense

Al ingestion and correlation platform

Al-driven external threat intelligence

Al threat detection and automation
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Al in Cybersecurity — A Fast Growing Market

Al in cybersecurity is set to become a $80 Bn market opportunity by 2030, growing at over 20% CAGR;
North America to hold the largest share

Al in Cybersecurity — Market Size (usD Bn)

B Drivers for accelerating Al adoption in cybersecurity

CAGR: ~20-22% __, 75.80

’, m Vertical Specific Finance, healthcare, defense, e-commerce
Demand
Cybersecurity is transforming from a compliance q _
25.30 tool into a predictive and strategic intelligence Talent Shortage 3.5M+ unfilled cybersecurity roles
layer essential to business operations.
Regulatory - . .
- Q . Need for predictive, proactive compliance tools
= Complexity
2024 2030 (F)
% Investment Surge $3.8B raised by Al cybersecurity startups in 2023
Regional Share (2024) (usp Bn) . Government '
[T e U.S. Cyber Command launching Al programs
. Initiatives
) SOC Cost Savings 30-40% SOC cost reduction via Al

Cyber Insurance

Preference for Al-driven risk mitigation solutions
Pressure

e [ |

I

Evolving market trends
25%

/ L | \ :\I I:Ii;s LM EAERD Enterprises mandate Al capabilities in procurements
' 3% ,
/ N Predictive Security Shift from reactive to predictive cybersecurity

5%

North America and Europe to remain the largest
markets, APAC region to grow the fastest.

Darktrace ($5B+ valuation), Vectra Al deep learning
detection

[5-

Rise of Al Unicorns

Sources: Checkpoint, Fortinet, TBRC, Technavio, Cybersecurity Magazine, Aranca Analysis
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The Application Landscape

Key applications of Al in cybersecurity are across fraud detection, identity management, and intrusion
prevention wherein BFSI, Government, and ICT sectors lead the adoption

Market by Application (USD Bn) Market by End User Industry (USD Bn)

Others -
\‘ Others

Antimalware ——__ _ Fraud Detection Manufacturing

Risk & Compliance BFSI
Management Healthcare
Security & Vulnerability | Identity & Access
Management Management
IT, Telecom
(ICT) Government and
Data L(_)SS Intrusion Detection/ Defense
Prevention .
Prevention
= Fraud Detection, IAM, and DLP lead in market size and growth, reflecting the critical need for = BFSI and Government sector together account for over 55% of total Al cybersecurity spend,
identity security and data integrity in a remote, cloud-first world. driven by stringent regulatory environments, security criticality and digital transformation.
= Risk & Compliance Management is the fastest-growing application (CAGR 32% +), driven by = |CT is one of the fastest-growing sectors, fueled by concerns of customer data exposure, and
expanding regulatory complexity and demand for real-time auditability. the surge in connected/autonomous systems.
= The Al cybersecurity stack is shifting from reactive detection to predictive, autonomous = Healthcare and Manufacturing sectors present rising opportunities due to cloud adoption,
defense, with heavy investment in SOAR, behavior analytics, and automation platforms patient data privacy concerns, Al-driven diagnostics and IT/OT digitalization initiatives.

Sources: Checkpoint, Fortinet, TBRC, Technavio, Cybersecurity Magazine, Aranca Analysis
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